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Safety Information 

Important Information 

Read these instructions carefully before trying to install, configure, or operate this software. 
The following special messages may appear throughout this bulletin or on the equipment to 
warn of potential hazards or to call attention to information that clarifies or simplifies a 
procedure. 

The addition of either symbol to a “Danger” or “Warning” safety label indicates that an 
electrical hazard exists which will result in personal injury if the instructions are not 
followed. 

This is the safety alert symbol. It is used to alert you to potential personal injury hazards. 
Obey all safety messages that follow this symbol to avoid possible injury or death. 

 

        DANGER 

DANGER indicates an imminently hazardous situation which, if not avoided, will 
result in death or serious injury. 

 

 WARNING 

WARNING indicates a potentially hazardous situation which, if not avoided, 
could result in death or serious injury.  

 

 CAUTION 

CAUTION indicates a potentially hazardous situation which, if not avoided, could 
result in minor or moderate injury. 

 

NOTICE 

NOTICE is used to address practices not related to physical injury. The safety 
alert symbol shall not be used with this signal word. 

Please Note 

Electrical equipment should be installed, operated, serviced, and maintained only by qualified 
personnel. No responsibility is assumed by Schneider Electric for any consequences arising out of the 
use of this material. 

A qualified person is one who has skills and knowledge related to the construction, installation, and 
operation of electrical equipment and has received safety training to recognize and avoid the hazards 
involved. 

It is the end user's responsibility to ensure that any third-party products introduced into a solution are 
assessed for compliance with the security requirements of the solution, and that they do not introduce 
cyber security risks into the solution. 



   

 

Safety Precautions 

 WARNING 

HAZARD OF INCORRECT INFORMATION 

 Do not incorrectly configure the software, as this can lead to incorrect reports and/or 

data results. 

 Do not base your maintenance or service actions solely on messages and information 

displayed by the software. 

 Do not rely solely on software messages and reports to determine if the system is 

functioning correctly or meeting all applicable standards and requirements. 

 Consider the implications of unanticipated transmission delays or failures of 

communications links. 

Failure to follow these instructions could result in death, serious injury, or 
equipment damage. 

Notices 

Modbus, Modicon, PowerSCADA Expert, PowerLogic, Schneider Electric, ION, and ION Enterprise are 
either trademarks or registered trademarks of Schneider Electric in France, the USA, and other 
countries. All other trademarks are property of their respective owners. 

This product must be installed, connected and used in compliance with prevailing standards and/or 
installation regulations. As standards, specifications and designs change from time to time, always ask 
for confirmation of the information given in this publication. 

Schneider Electric 35 rue Joseph Monier 92500 Rueil-Malmaison, France 

www.schneider-electric.com



   

 

The information provided in this documentation contains general descriptions and/or technical 
characteristics of the performance of the products contained herein. This documentation is not intended 
as a substitute for and is not to be used for determining suitability or reliability of these products for 
specific user applications. It is the duty of any such user or integrator to perform the appropriate and 
complete risk analysis, evaluation and testing of the products with respect to the relevant specific 
application or use thereof. Neither Schneider Electric nor any of its affiliates or subsidiaries shall be 
responsible or liable for misuse of the information that is contained herein. If you have any suggestions 
for improvements or amendments or have found errors in this publication, please notify us. 

No part of this document may be reproduced in any form or by any means, electronic or mechanical, 
including photocopying, without express written permission of Schneider Electric. 

All pertinent state, regional, and local safety regulations must be observed when installing and using 
this product. For reasons of safety and to help ensure compliance with documented system data, only 
the manufacturer should perform repairs to components. 

When devices are used for applications with technical safety requirements, the relevant instructions 
must be followed. 

Failure to use Schneider Electric software or approved software with our hardware products may result 
in injury, harm, or improper operating results. 

Failure to observe this information can result in injury or equipment damage. 

© 2015 Schneider Electric. All rights reserved.  



 

 

About The TVD Program 

This document is a System Technical Note. An STN is one of the documents created as part of the 
TVD activity.  These consist of: 

 TVDA: Tested Validated Documented Architectures 

A Tested, Validated, Documented Architecture (TVDA) provides technical guidelines and 
recommendations for implementing technologies to address your needs and requirements. This 
guide covers the entire scope of the project life cycle, from the Selection to the Operation phase, 
providing design methodologies and source code examples for all system components. 

 TVDS: Tested Validated Documented Solutions 

A Tested Validated Documented Solution (TVDS) is similar to a TVDA, but is typically aimed at a 
complete solution for a segment, and is very specific. Depending on the documentation already 
produced as part of the Solution, the TVDS may simply be a report summarizing the activities that 
took place to meet the TVD criteria. 

 STN: System Technical Notes   

A System Technical Note (STN) provides a more theoretical approach by focusing on a particular 
system technology. These notes describe when to use a particular technology, and therefore 
support you in the Selection phase of a project. TVDAs and STNs are related and complementary. 
In short, you will find technology fundamentals in an STN and their corresponding applications in 
one or several TVDAs or TVDSs. 

“TVD” itself is the set of activities that result in a document or documents that are produced to describe 
how to achieve a goal for an offer or solution. These activities consist of Testing (or Verifying), 
Validating, and Documenting. While these activities are part of normal offer development, the 
difference with TVD is that they are applied with a specific goal in mind; Validation, for example, is 
done specifically to ensure that the goal of the TVD output is possible.  Another way of stating this is 
that these activities are narrowly focused to ensure a high standard of quality for the system or 
capability the TVD document describes. 
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1. Introduction 

1.1. Purpose  

This document is a System Technical Note (STN). It provides a Tested, Validated and Documented 
set of instructions that will enable project execution teams to develop PowerSCADA Expert 8.0. 
profiles for the Cyber Sciences sequence of events recorder. 

On average, the device type setup detailed in this document took four hours to develop. An 
experienced application engineer who has previously developed the procedure will develop this 
device type in less time. 

1.2. Customer Challenges 

This document is intended to meet the following challenges: 

As an application engineer, I want a document that guides me through the development process of 
creating custom Cyber Sciences profiles that better enable sequence of events troubleshooting within 
PowerSCADA Expert. 
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2. Prerequisites 

2.1. System Prerequisites 
 

Schneider Electric software PowerSCADA Expert version 8.0 Profile Editor 

Operating system and environment  
(both 32-bit and 64-bit configurations) 

Windows 7 Professional 
Windows Server 2008 R2 Standard/Enterprise 
Windows Server 2012 Standard/Enterprise 

Windows 8 

2.2. Competencies 

The procedures in this document should be followed only by persons who have been trained on, or 
have previously deployed, PowerSCADA Expert. In addition, they should be familiar with: 

 concepts of SER-3200 or SER-2408 event recorders 

 concepts of power monitoring 

 Microsoft Windows operating systems 

2.3. Preparation 

Locate the reference document(s) for both the event recorder and the device you are integrating with 
the SER. Before you work through the Configuration and Implementation section of this manual, 
read and understand these documents. 

 

 

The device reference is the first step in the process of mapping the information 
recorded by the device into a format supported by PowerSCADA Expert. The 
device reference will be necessary to determine the tags that need to be 
configured for the device. 
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3. Selection 

When using the Cyber Sciences Sequence of Events (SER) devices with PowerSCADA Expert, the 
application engineer is faced with the possibility of duplicating effort as devices with alarms/events 
are incorporated into the system via their connection to the SER devices. Specifically, there can be 
time-consuming duplication in the creation and addressing of the PowerSCADA tags needed to 
represent the desired SER data. Effort is also duplicated when the application engineer creates 
PowerSCADA tags that represent the alarms/events of the metering/protection devices in question, 
as opposed to generically naming the tags for their corresponding digital inputs on the SER devices.  

This document solves potential duplication of effort by describing the use of the PowerSCADA Expert 
Profile Editor to create metering/protection device profiles that incorporate SER devices through data 
concentration and functional addressing. 

3.1. Key Functions 
 Sequence of Events Recording 

 Profile Editor Device Types and Device Profiles Creation 

 Data Concentration 

 Functional Addressing 

 Device Instantiation via Profile Wizard 
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3.2. Selected Architecture 

Lab architecture consists of a single Cyber Sciences 3200 connected to eight Micrologic H trip units. 
Each trip unit feeds into four high-speed digital inputs of the SER 3200 event recorder. An example of 
this setup can be seen below. 
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4. Validation 

This section includes information about the lab setup used to test the STN. 

4.1. Validation Environments 

 

Stage Environment Validation focus 

Lab Validation LaVergne Lab Device type creation 

TVD Writing Virtual Machines Device type creation 

Pre-validation Virtual Machines Document itself 

Final Validation Virtual Machines Document itself 

4.2. Time to Deploy 

The time required to develop custom Cyber Sciences device types will vary depending on 
configuration. This includes the number of high speed digital inputs, as well as the number of trip 
units to be configured. 

4.3. Reviewers 

Lab validation and TVD writing were completed by engineering staff. Pre and Final Validation was 
performed by technical support. 



 5—Configuration and Implementation 

 © 2015 Schneider Electric All Rights Reserved 6 

5. Configuration and Implementation 

This section explains how to configure PowerSCADA Expert to integrate with a Cyber Sciences SER 
event recorder, and how to subsequently connect with the device. 

The following illustration shows wiring a examples using DCF77 via an STR-100 to GPS antenna. 
 

 

Connecting via an STR-100 to GPS antenna 

5.1. Find the SER Device’s Wiring Input Reference 

Using the documentation provided with the SER device, determine the events that you will use for 
each high-speed digital input. In the SER manual, locate the reference for each of the inputs. Also, 
familiarize yourself with the way that the SER is configured. 

If no documentation is available, you can access the SER webserver. Navigate to the Inputs page. 
NOTE: The engineer who set up the device might have renamed inputs to match the configured high-
speed inputs. An example of what this might look like can be seen below. 
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In this example, an SER-3200 has eight Micrologic trip units connected to its high-speed digital 
inputs. Each Micrologic trip unit uses four inputs: 

 breaker fault tripped SDE 

 breaker tripped SD 

 breaker open 

 breaker closed 

5.2. Add the Functional Address of the Device Type. 

Launch the PowerSCADA Expert Profile Editor. Click the Define Device Type Tags tab and click 
Add/Edit. 

1. Select the CSI SER Device type and click Create From. 
2. Enter a new name for the device type. Click Save & Exit. 
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5.2.1. Create the Functional Addresses 

With the newly created device type selected, navigate to the Onboard Alarms subtab. Verify that 
you have the Display Advanced Properties option enabled, which is found under the File > 
Settings menu. 

Notice that Digital Alarm 1, 2, and 3 have already been functionally addressed as an example. If you 
do not require more than three inputs per trip unit, continue to section 5.3. If you need to add another 
input, follow these steps: 

1. Locate Digital Alarm 4. Click Edit for that input, under the Edit Functional Address column.  
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2. Create a new device variable. 

 

a) Create a variable name in the format %NNN%, where NNN includes only letters, numbers, 
and/or underscores. 

b) The description field is free-form and is visible in the Profile Wizard. This will allow you to 
quickly identify the purpose of the variable. 

c) A number of pre-defined regular expressions are available inside the Profile Editor, or you 
can create your own. In this case we are using the RegEx: ^(?:(?:3[0-2])|(?:[1-2]\d)|[1-9])$ 

d) The Test Value field will be used in place of your variable to generate a result. This allows 
you to verify your return statement. 

e) The Help Text field is an option field to add more clarity about the purpose of the device 
variable. 

3. After you have completed the required variable properties, Click Save. 

4. Create the return statement you want from C# code. If you are uncertain about what to enter, look 
at digital inputs 1, 2, 3 for examples. The purpose of this return statement is to take the original 
address as specified by the test value and subtract 1 from the value. The return statement we 
built is as follows: 

string.Format("T:ALM;F:1;q:{0}:1", %I4% - 1)  

The test value of 4 is used in place of the variable. %I4%-1 will replace {0} and rebuild the 
address as T:ALM;F;q:3:1 

Later, when instantiating the devices, you can reuse the same profile for each trip unit. In place of 
inputs 1,2,3,4, we will give it a value of 5, 6, 7, 8; and the functional address will rebuild the alarm 
address for us. Before continuing, verify that your functional address appears as below and Click 
“Save.” 
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5. Repeat this process for the number of desired inputs. As stated previously, we will only use four 
inputs per trip unit 

5.3. Create the Device Profile in PowerSCADA Expert 

Click the Create Device Profiles tab and Click Add/Edit to display the Add/Edit Device Profile 
screen.  

5.3.1. Create the base SER device profile: 

1. In the Profile Options section, click Create New. Click Next. 
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The fields for naming the device profile are now unlocked. 

 

2. Type a name for the new device profile that represents the base SER device. Click Next. 

3. From the Available Devices pane, move the CSI SER device type into the Selected Devices 
pane. Click Next. 

 

4. From the Device Type Tags pane, in the CSI SER device, move the Miscellaneous and Resets 
folders to the Selected Tags pane. Click Next. Click Finish. 

You should be at the first  Add/Edit Device Profile screen. 



 5—Configuration and Implementation 

 © 2015 Schneider Electric All Rights Reserved 12 

5.3.2. Create the Composite Device Profile 

Create the composite device profile. This profile will link the SER event recorder to the device that is 
providing the information that is captured in the SER high-speed inputs. In this example, we are 
linking to a Micrologic trip unit. 

1. From the Add/Edit Device Profile screen, click Create New. Click Next. 

2. Type the composite device profile name. Click Next. 

3. From the Available Devices pane, move both the device types for the composite profile to the 
Selected Devices pane. In this example, move the device created in section 5.2 
(SER_TripUnit_1_4 in our case) and the Micrologic trip unit (Micrologic Type P in our case). 
Click Next. 

4. Move the SER tags that you need to the Selected Tags pane. These include, but are not limited 
to:  

 Digital Alarm1 through 4  

 

5. Override the names of the four Digital Alarms with the following: 

 Breaker Fault Tripped SDE 

 Breaker Tripped SD 

 Breaker Open 

 Breaker Closed 

In each case, check the Is Device Tag box. 

6. Move any other desired tags that are required for the Micrologic trip unit. This may include 
current, voltage, and power tags.  

7. Click Next. 

The screen displays as follows for you to choose alarms and trends. 
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8. Check the Trend box for all tags that require trending. 

9. Check Close Wizard. Click Finish. 

 

5.3.3. Set Up and Export the Project File  

1. Click the Set Up Projects tab. Click Add/Edit. 

2. Select the project on which you are working. Click Add/Edit. 

3. From the Add/Edit Project screen, click the search icon ( ) next the Project Name control to 
select a desired project.  

4. De-select Add As Default on the bottom left of the screen. 

Add the newly created composite device profile (section 5.3.2 ) from Device Profiles pane to the 
Selected Device Profiles pane. The Select Profile Drivers screen displays: 
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5. Check the Use Functional Address and Data Is Concentrated boxes for the CSI SER device 
type.  

6. Type the desired name for the new configuration in the Configured Name field. 

7. Click OK. 

8. Add the Base SER device profile created in section 5.3.1 

9. Click Save & Exit. 

10. Click Export Project to export the project to PowerSCADA Expert. 

5.3.4. Instantiate the Devices 

NOTE: Have a copy of each device’s connection information: communications protocol and IP 
address. You will enter this information when you add the devices. 

You need to create the devices in PowerSCADA Expert as well. The first step is to create a base CSI 
device. 

1. Open PowerSCADA Expert Explorer. 

2. Launch the Profile Wizard (from Citect Project Editor, click Tools > Profile Wizard). 

3. From the Welcome screen, check “Create an I/O Device in the project”. Click Next. 

4. Select the base SER device from the profile exported in section 5.3.3. Click Next. 

5. Type an Equipment Name and I/O device name. Add any descriptive comment that you need to 
identify the device. Click Next. 

6. Select Modbus/TCP. Click Next, then enter the IP address of the Cyber Sciences SER. 

7. Back at the Welcome screen, check Create an I/O Device option again. 

8. Select the select the composite device profile for the SER/Micrologic composite device. 

Because the compositie device is both functionally addressed and data concentrated, some 
additional information is required. 

9. Assign the values of 1, 2, 3, and 4 for the four inputs. This will bind digital input alarms 1–4 to the 
first four high-speed digital inputs of the SER device. 

When repeating this step at a later time, you would use 5–8 during assignment. This will bind 
digital input alarms 1-4 of the 2nd trip unit to digital inputs 5-8 of the cyber sciences SER. 

In addition to selecting the input values, the Unit Name will be populated with the base SER 
device that you added: 
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10. Type an Equipment Name and I/O device name. Add any descriptive comment that you need to 
identify the device. 

11. Click Next. 

12. Follow the same process to address the Micrologic device with both the IP address and Modbus 
identification ID of the desired meter. 

13. You are ready to add the device. 

14. Repeat these steps for any remaining trip units
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6. Conclusion 

The key to successful integration of Cyber Sciences Sequence Events Recorders with PowerSCADA 
Expert is planning ahead. Understand how the protection engineers have designed the architecture 
and implement the profile accordingly. Important parts are: 

 If you are building SER profiles and device types, review this document before going on site and 
commissioning the system. 

 Determine the configuration of both the SER recorder and trip unit outputs before following the 
procedures outlined above.  

If you have comments or suggestions about the contents of this document, please contact your 
business development representative and ask that they be relayed to the PowerSCADA Expert team. 

. 
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7. Appendix 

7.1. Glossary 

The following table describes the acronyms and defined the specific terms used in this document. 

 

Term Description 

STN 
System Technical Note: A document which explains how to achieve a 
specified system goal, without being tied to a specific architecture. 

SER Sequence of Events Recorder 

PE Profile Editor 

PSE PowerSCADA Expert 
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