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Safety Information

Important Information
Read these instructions carefully and look at the equipment to become 
familiar with the device before trying to install, operate, service or 
maintain it. The following special messages may appear throughout 
this manual or on the equipment to warn of potential hazards or to call 
attention to information that clarifies or simplifies a procedure.

The addition of either symbol to a “Danger” or “Warning” safety label 
indicates that an electrical hazard exists which will result in personal injury if 
the instructions are not followed.

This is the safety alert symbol. It is used to alert you to potential personal 
injury hazards. Obey all safety messages that follow this symbol to avoid 
possible injury or death.

Please Note
Electrical equipment should be installed, operated, serviced and maintained 
only by qualified personnel. No responsibility is assumed by 
Schneider Electric for any consequences arising out of the use of this 
material.

A qualified person is one who has skills and knowledge related to the 
construction, installation, and operation of electrical equipment and has 
received safety training to recognize and avoid the hazards involved.

DANGER
DANGER indicates an imminently hazardous situation which, if not 
avoided, will result in death or serious injury.

WARNING
WARNING indicates a potentially hazardous situation which, if not 
avoided, can result in death or serious injury.

CAUTION
CAUTION indicates a potentially hazardous situation which, if not 
avoided, can result in minor or moderate injury.

NOTICE, is used to address practices not related to physical injury. The 
safety alert symbol shall not be used with this signal word.
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Safety Precautions

WARNING
HAZARD OF INCORRECT INFORMATION
• Do not incorrectly configure the software, as this can lead to incorrect 

reports and/or data results.
• Do not base your maintenance or service actions solely on messages 

and information displayed by the software.
• Do not rely solely on software messages and reports to determine if the 

system is functioning correctly or meeting all applicable standards and 
requirements.

• Consider the implications of unanticipated transmission delays or 
failures of communications links.

Failure to follow these instructions can result in death, serious 
injury, or equipment damage.
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Chapter 1 — Overview

NOTE: Other parts of the overall communication system, such as email servers and cellular 
phone systems, could fail and result in notifications not being delivered. If notifications are not 
delivered to recipients, conditions that cause alarming may persist and result in safety critical 
issues.

About Alarm Sentry

Alarm Sentry is a component included in the Event Notification Module (ENM). Alarm Sentry 
extends the standard notification features of ENM with alarm evaluation capabilities. Alarm 
Sentry can generate alarms on data from a StruxureWare™ Power Monitoring Expert 
System. Alarm Sentry accepts data through an OPC Data Acquisition (DA) server and 
evaluates the alarm conditions. If an alarm occurs, Alarm Sentry passes the event to the 
ENM notification engine. This configuration guide covers setup procedures for Alarm Sentry.

For more information on the Event Notification Module, refer to:

• Event Notification Module Configuration Guide, 63220-083-04
• Event Notification Module Monitoring and Diagnostics User Guide, 63220-083-06

WARNING
 

HAZARD OF UNDELIVERED NOTIFICATIONS
Do not rely solely on Event Notification Module software for alarm notifications where 
human or equipment safety relies on successfully delivered notifications.

Failure to follow these instructions can result in death, serious injury, or equipment 
damage.

WARNING
 

HAZARD OF UNINTENDED OPERATION
Do not use Event Notification Module software for critical control or protection applications 
where human or equipment safety relies on the operation of the control circuit.

Failure to follow these instructions can result in death, serious injury, or equipment 
damage.
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Chapter 2 — Setting Up Alarm Sentry

This chapter describes how to set up Alarm Sentry to evaluate events and produce alarms 
based on specific source values. 

To setup Alarm Sentry, you complete the following steps:

1. Configure where the source OPC DA tags come from.
2. Configure the alarms for DA tags.
• analog alarms
• digital alarms
• advanced alarms

3. Configure the TAG OPC Server.
4. Add the server to ENM to process the alarms.

Start Alarm Sentry

If Alarm Sentry is not open, then open it as follows.

In Windows, go to Start > All Programs > Schneider Electric > StruxureWare Solutions > 
Alarm Sentry. You can also use the Desktop shortcut icon. 

The Alarm Sentry page appears.

NOTE: If Microsoft Silverlight has not been installed on the system, and this is the first time to 
run Alarm Sentry, the application starts the Silverlight installation.
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Configure the Source For OPC DA Tags

Alarms produced by devices and uploaded by StruxureWare™ Power Monitoring (SPM) 7.0 
or 7.0.1 or another supported system are available on a per-device basis. In the DA Tags 
screen, the Alarm Sentry OPC server adds a source for each device under the OPD DA 
Server branch of the Area Tree. Alarm Sentry creates the tree with the OPC DA Server at the 
root, then groups, then devices.

Use the DA Tags page to set up the source OPC DA tags for use in each of the available 
alarm types. These source values are required for alarm and event configuration. You must 
configure the OPC DA sources on this page before you can use them in an alarm.

1. In the Alarm Sentry toolbar, click DA Tag Selection. The DA Tags page appears.

2. Under Area Tree, click Connect. The list of OPC DA servers appears.
3. Expand the server, such as ION.OpcDaServer.1, that contains the OPC DA Tags you 

want use for alarms. 
4. Expand the nodes to navigate to the OPC DA tags.
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5. Select individual tags or folders and drag them to the DA Tags grid. The server updates 
the list with the tags and displays how they will be saved into the database.

NOTE: Do not drag a node or branch that contains more than one folder. If you want all 
the tags in several folders, drag each folder separately into the grid. 

The saved status for each source tag appears in the status column.

• The green check indicates the source is saved.
• The pencil icon indicates the source has not been saved.

6. Click Save on the DA Tags grid toolbar.
7. Repeat steps 4 – 6 to add other tags to the grid.

All DA tags in the grid are available for setting up alarms.



Chapter 2—Setting Up Alarm Sentry  63220-083-05A2
Filter the Grid Data 04/2014

© 2014 Schneider Electric All Rights Reserved12

Filter the Grid Data

While you work with analog, digital, and advanced alarms in the DA Tags grid, you can filter 
the list to show specific tags. You can view all tags for a specific server or enter other filter 
criteria.

1. Click AnalogSetupView, DigitalSetupView, or AdvancedSetupView to see the DA tags 
available for alarms.

2. Enter the server or filter criteria in the DA Tags toolbar, as shown next. 

3. To view the tags for a specific OPC DA server:
• In the DA Tags tool bar, select the server in the Server box.

• Click Apply Filter.

4. To view the tags for other filter criteria:
• Type the filter text you want to find in the Tag field.
• Click Apply Filter.
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5. To filter tags based on column headers:
• Click the filter icon in a column header. The filter selection box appears. 
• Enter or select the filter criteria in the fields.
• Click Filter.

Configure Analog and Digital Alarms

You can set up two types of alarms in Alarm Sentry: analog and digital. 

Analog alarms are “level” alarms. They are created when the value for a parameter exceeds 
preset levels, either higher or lower. Analog alarms in Alarm Sentry have four conditions: 
“Hi Hi”, “Hi”, “Lo”, and “Lo Lo”. The range of values between “Hi” and “Lo” represent normal. 
Values that are higher or lower than normal trigger alarms.

Digital Alarms are alarms which can have only two states, true or false. They are configured 
so that the true and false state descriptions become the conditions for the alarm. Also, the 
current state of the alarm reflects the status of its source, true if the source is true, or false if 
the source is false. In Alarm Sentry you can also set up “advanced alarms,” which are digital 
alarms with fully-customizable conditions. Advanced alarms are explained in a later section.

Alarms should make sense to the customer so they will understand the meaning of the 
notification to take proper action.

Before you configure analog or digital alarms, the source OPC DA tags must be added as 
described above.
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Select the Server With DA Tag Sources

Follow these steps to select the server which has DA Tag sources to use for setting up 
alarms.

1. In the Alarm Sentry toolbar, click AnalogAlarmSetupView or DigitalAlarmSetupView. 
The alarms grid appears below the DA Tags grid. 

2. In the DA Tags tool bar, select the server in the Server box.
3. Click Apply Filter. The DA tags you previously selected for the server appear in the grid.

• For analog alarms, the DA Tags grid shows only the tags which use a “Double” data 
type.

• For digital alarms, the DA Tags grid shows only the tags which use a “Boolean” data 
type.

If you have DA tags that are not similar to each other, you can define the alarm for each tag 
separately. See “Define the Alarm For One DA Tag At a Time” on page 15.

If several DA tags are similar, you can use a template to define the alarm for a group of DA 
tags at the same time. See “Define Alarms For Multiple DA Tags With a Template” on 
page 16.
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Define the Alarm For One DA Tag At a Time

NOTE: If you leave the page without clicking Save, all changes are lost.

The alarm definition for a tag should be understandable to the customer. If you have many 
DA tags, you can filter the grid to see the specific tags to set up.

1. In the DA Tags grid, find the source you want to use for the alarm.
2. Click on the source and drag it to the alarms grid or click Add Alarm. The system creates 

an alarm and inserts default values for the alarm definition, as shown in the grid cells. 

3. Edit the alarm definition in the Alarm Tag and Condition cells. The alarm name sent to 
the customer is the combination of these two values. The alarm definition should make 
sense to the customer when the notification is sent, such as:
• Main A.Current.Under Alarm.Level Status  

4. Edit the parameters for the alarm in the following cells:

Field Value

Alarm Tag Enter the descriptive name for the alarm, such as “Main 
A.Current.” 

Condition Enter the descriptive name for the condition that will 
trigger the alarm notification, such as “Under 
Alarm.Level Status” 

Field Description

Severity OPC severity level with which Alarm Sentry evaluates 
the event. Type a value between 1 and 1000. A high 
number means Alarm Sentry will evaluate the event to a 
higher alarm condition than a low number. 

Pickup Delay Amount of time in seconds a condition must be true 
before an event is generated, that is the event goes 
from Normal to Active. Enter “0” if you want the alarm to 
be sent immediately. The value must be 0 or any 
positive number.
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5. For analog alarms, define the values that trigger the alarm:

6. For digital alarms, enter the true and false states:

7. Click Save.

Define Alarms For Multiple DA Tags With a Template

If several DA tags need similar alarms, you can define a template to set up a group of alarms 
at the same time. For example, you could define a template for an over current alarm and use 
it on multiple circuits, represented by multiple DA tags.

1. In the DA Tags grid, select the sources you want to use for alarms.
2. If you have many DA tags, you can filter the grid to see the specific tags to set up.

See “Filter the Grid Data” on page 12 for more information about filtering the tags.

DropOut Delay Amount of time in seconds a condition must be false 
before a dropout is generated, that is the event goes 
from Active back to Normal. Enter “0” if you want the 
alarm to be sent immediately. The value must be 0 or 
any positive number.

Field Description

HiHi
Hi
Lo
LoLo

These are the limits for each alarm. Every alarm 
configured must have at least one limit. Limits must be 
defined with LoLo less than Lo, Lo less than Hi, and Hi 
less than HiHi.
Example: LoLo = 0 , Lo = 5 , Hi = 10 , HiHi = 100
The normal operating range is between the Lo and Hi 
values. In a normal range, no alarm sent; the DA Export 
state is False. If the detected condition is higher than Hi 
or lower than Lo the DA Export State is True and an 
alarm is sent.
Transitions between states such as Hi to HiHi are 
effective immediately upon detection. To enforce delays 
for a specific level, create separate alarms for the same 
source DA tag and specify a limit for the desired level 
only.

Field Description

TrueState Enter the value the alarm should display when the 
condition is in the true state. For example, “Running” 
can be the true state for a building generator.

FalseState Enter the value the alarm should display when the 
condition is in the false state. For example, “Stopped” 
could be the false state for a building generator.
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3. In the alarms grid, click Set Alarm Template. The Alarm Template screen appears.
NOTE: If the Set Alarm Template command does not appear, expand the browser 
window or click the down-arrow at the end of the toolbar.

The values in the Misc1,2,3 Text boxes become drop-down options for the Alarm tag 
name and Condition name. The complete alarm name is composed of the values in the 
Alarm tag and Condition boxes.

You may include a number in any of the fields so that when you drag new sources to add 
alarms the number increments from the current starting point. This helps keep source 
names unique when adding multiple alarms.

Use at least one period in every alarm. This avoids servers where all of the Source alarms 
and events are shown at the root level.

For example, you can define a template with the following name format, where NN 
automatically increases for each alarm definition:

• Main A.Current.Under Alarm.Level StatusNN 
4. In the Template Values screen, define the alarm tag and condition fields:

5. Configure the severity and delay values:

Field Description

Misc1 Text Delete the “misc1” text and enter “Main A.” Be sure to 
add the period at end.

Misc2 Text Delete the “misc1” text and enter “Level Status01.” 
Misc3 Text Delete the “misc1” text and leave the field blank.
Alarm Tag Template Name First field, leave blank. Second field, select “Misc1.” 

Third field, enter “Current” 
Uncheck the increment box.

Condition Template Name First field, enter “Under Alarm.” Second field, select 
“Misc2.” Third field, leave blank. 
Check the increment box and enter 1 as the increment 
value.

Field Description

Severity OPC severity level with which Alarm Sentry evaluates 
the event. Type a value between 1 and 1000. A high 
number means Alarm Sentry will evaluate the event to a 
higher alarm condition than a low number. 
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6. For analog alarms, define the values that trigger the alarm:

7. For digital alarms, define the true and false states:

8. Click Set to save the alarm template configuration. 
9. In the DA Tags grid, select the sources you want to use for alarms. 
10. Drag the selected sources onto the alarms grid. The system creates an alarm for each 

event you drag based on the template you configured.
11. In the grid toolbar, click Save. 

NOTE: If you leave the page without clicking Save, all changes are lost.

12. Review the properties of each alarm. If necessary, you can edit the values directly in the 
grid cells.

13. Click Save after making any changes.

If you switch to a different screen, and then return to the alarms grid, the template is reset to 
default values. You cannot save the template for ongoing use.

Pickup Delay Amount of time in seconds a condition must be true 
before an event is generated, that is the event goes 
from Normal to Active. Enter “0” if you want the alarm to 
be sent immediately. The value must be 0 or any 
positive number.

DropOut Delay Amount of time in seconds a condition must be false 
before a dropout is generated, that is the event goes 
from Active back to Normal. Enter “0” if you want the 
alarm to be sent immediately. The value must be 0 or 
any positive number.

Field Description

HiHi
Hi
Lo
LoLo

These are the limits for each alarm. Every alarm 
configured must have at least one limit. Limits must be 
defined with LoLo less than Lo, Lo less than Hi, and Hi 
less than HiHi.
Example: LoLo = 0 , Lo = 5 , Hi = 10 , HiHi = 100
The normal operating range is between the Lo and Hi 
values. In a normal range, no alarm sent; the DA Export 
state is False. If the detected condition is higher than Hi 
or lower than Lo the DA Export State is True and an 
alarm is sent.
Transitions between states such as Hi to HiHi are 
effective immediately upon detection. To enforce delays 
for a specific level, create separate alarms and specify a 
limit for the desired level only.

Field Description

TrueState Enter the value the alarm should display when the 
condition is in the true state.

FalseState Enter the value the alarm should display when the 
condition is in the false state.
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Configure Advanced Alarms

Advanced alarms are similar to digital alarms since they can have only two states, true or 
false. They are configured so that the true and false state descriptions become the conditions 
for the alarm. However, advanced alarms are calculated based on the result of a custom 
expression using a script, similar to C#. The script expressions can use any number of DA 
values as inputs, but must always evaluate to true or false and return true or false as the 
result. Alarm Sentry will create an event based on the transition from true to false or from 
false to true. 

For example, an OPC AE server is tracking two redundant power supplies. You can define an 
alarm to evaluate the output of each power supply. When the power supply output of one unit 
drops to 20% of the other unit, the alarm is triggered and Alarm Sentry sends notification. 

Before you configure advanced alarms, the source OPC DA tags must be added as 
described above.

You can only define one advanced alarm at a time. A template function is available for 
advanced alarms, but you can only configure the DA tags for one alarm at a time. 

Select the Server With the DA Tag Sources

Follow these steps to select the server which has DA Tag sources to use for setting up 
alarms.

1. In the Alarm Sentry toolbar, click AdvancedAlarmSetupView. The Advanced Alarms 
grid appears below the DA Tags grid. 

2. In the DA Tags tool bar, select the server in the Server box.
3. Click Apply Filter. The DA tags for the server appear in the grid.
See “Filter the Grid Data” on page 12 for more information about filtering.
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Create and Verify the Alarm Expression

With advanced alarms, you manually verify an alarm definition to make sure the expression 
compiles and returns a True or False value.

1. In the DA Tags grid, select the sources you want to use for alarms.
2. If you have many DA tags, you can filter the grid to see specific tags.
3. Click on one or more DA tags and drag them to the Advanced Alarms grid. The system 

creates an alarm for each DA tag and inserts default values for the alarm definition, as 
shown in the grid cells.

4. Edit the values in the grid cells so the alarm definition makes sense to the customer.

5. Enter the parameters for the alarm. 

Field Description

Alarm Tag Delete the default value and enter a name for the alarm.
Condition Template Name Delete the default value and enter the condition name.

Field Description

Severity OPC severity level with which Alarm Sentry evaluates 
the event. Type a value between 1 and 1000. A high 
number means Alarm Sentry will evaluate the event to a 
higher alarm condition than a low number. 

Pickup Delay Amount of time in seconds a condition must be true 
before an event is generated, that is the event goes 
from Normal to Active. Enter “0” if you want the alarm to 
be sent immediately. The value must be 0 or any 
positive number.

DropOut Delay Amount of time in seconds a condition must be false 
before a dropout is generated, that is the event goes 
from Active back to Normal. Enter “0” if you want the 
alarm to be sent immediately. The value must be 0 or 
any positive number.

True State Enter the value the alarm notification should show when 
the condition is true.

False State Enter the value the alarm notification should show when 
the condition is false.



63220-083-05A2 Chapter 2—Setting Up Alarm Sentry
04/2014 Update ENM With the Alarm Sentry Server

© 2014 Schneider Electric All Rights Reserved 21

6. Click in the Expression cell. The Alarm Expression editor appears in the row. 

7. Type your expression in the Expression box. 
8. To use an available tag in the expression, double-click on a row under Available Tags. 

The tag appears in the Expression box.
For example: (Int16) Source("Advosol.SimDAServer.1.SimulatedData.Ramp")

The reference consists of the C# type “(Int16)”, the rest of the reference retrieves the 
specific value of the source using its unique alias as defined in the DA Tags configuration.

NOTE: The editor does not allow carriage returns within the expression. If you press 
Enter the editor closes. Also, pasted expressions from other editors are truncated at the 
first carriage return.

NOTE: Do not change the alarm tag as inserted into the editor. References to the alarm 
tags must be in the format as added by double-clicking on the row.

9. Click Verify to make sure the expression works correctly.
• If the expression compiles successfully the Verification Result box turns green. The 

result “True” or “False” appears as appropriate for the expression.
• If the expression does not compile, the box turns red and displays information about 

the error.

10. When the expression is complete, click away from the Alarm Expression box to close 
the editor.

11. Click Save.
NOTE: If you leave the page without clicking Save, all changes are lost.

12. Review and edit the properties of each alarm. By default, the True State and False State 
names are set to “True” and “False”. Edit the true and false state names as needed.

13. Click Save.

Update ENM With the Alarm Sentry Server

To access the tags created in Alarm Sentry, make sure the PL TAG OPC AE.1 server is in 
the list of selected OPC servers in ENM Configuration. Refer to Event Notification Module 
Configuration Guide, 63220-083-04 for more information.
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Problems and Resolutions

If symptoms exist and do not match with the ones listed in this section, or if the attempt to 
implement the prescribed solution does not resolve the issue, please contact Technical 
Support.

Problem Resolution

In Alarm Sentry, the DA Tag selection 
page is unable to browse the DA Tags.

Open Computer Management and verify the PL AlarmGen Host Service is started.
The PL AlarmGen Host Service allows the web configuration tool to access the 
various OPC DA servers and provides the DA tags available on these servers. In 
order for the configuration tool to function correctly the Host Service must be running 
and accessible to the IIS server running the configuration application.

If the PL Alarm Gen Host Service is started and the problem continues, check the 
firewall configuration, as follows:
The Host Service provides web services which are available on two network ports: 
7897 and 7896. These ports must be opened on any firewall which is installed on the 
server. The Alarm Sentry install process opens these ports as well as port 81 for use 
by the eSolutions website. 
If disabling the firewall corrects the issue, open ports 7897 and 7896 before enabling 
the firewall.
To facilitate opening the correct ports, the following batch files are included in the 
install:
1. EnablePorts_PLES.bat opens the ports for all networks.
2. EnablePorts_PLES.bat opens the port for the subnet only.
3. DisablePorts_PLES.bat closes the ports.

The folder is:
C:\Program Files\Schneider Electric\EventNotificationModule\PLeSolutionsWeb\ 
AlarmGenUI\Services

There are Alarm Sentry issues with 
DCOM configuration.

Refer to the DCOM Configuration chapter of Event Notification Module Configuration 
Guide, 63220-083-04.
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