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Key factors that impact HDD and SSD in a SCADA application  
 

 
1. Theoretical MTBF: 
 

MTBFs of HDD, SSD, Box & Panel PC in normal operating conditions (temperature, altitude, 
vibration and shocks within the specified range and reasonable read/write frequency on the 
media drive) are:  

• HDD (HMIYHDD…): 500 000 hours  
• SSD (HMIYSSD…): 1 200 000 hours  
• Box PC (HMIB…) without Hard Disk: 800 000 hours 
• Panel PC (HMIP…) without Hard Disk: 400 000 hours 

 
HDD used in our industrial PCs are industrial grade only, “automotive” types for 24/ 7 
operation at 70°C inside the PC without reducing it s life duration. Consumer-market HDD are 
not made to operate 24/7 and limited to 50°C inside  the PC. Using consumer-market HDD 
inside our products reduces the maximum temperature range of the product, as well as their 
resistance to shocks and vibration. 
 

2. Lifetime of SSD and HDD: 
 
The graph below shows the lifetime comparison between SSD and HDD 
 
  Flash Drives Standard Industrial Hard Disk Drive 

Storage size 16Gb  80Gb or 160Gb 

Temperature 0°C to 70°C 5°C to 55°C 

Vibration 16.3g RMS, MIL-STD-810F 1G (300Hz) - 0.33G (350Hz)  
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3. What to keep in mind about HDD and SSD? 

 
 For the HDD:  
 

• The expected life duration of the HDD can be influenced by environmental 
factors such as temperature, shocks, vibration, altitude and load cycle (head 
loading/unloading for read/write). The HDD manufacturer provides a 
maximum load cycle for their products. According to the manufacturer of the 
currently used HDD, the load cycle value is 600 000.  If the load cycle of the 
HDD reaches this value, the System Monitor of our industrial PCs will display 
an alarm message to inform that the user needs to replace the HDD. In other 
words, the MTBF is the theoretical calculation of the expected normal life 
duration in normal conditions, but the actual life span can be shortened 
depending on the real operating environment. In case of a SCADA 
application requiring fast load cycle, it is likely to exhaust the maximum load 
cycle defined by the HDD manufacturer before reaching the theoretical MTBF 
calculation life span. When maximum load cycle is achieved, the HDD should 
be replaced to ensure proper operation and avoid loss of data. According to 
the manufacturer, once the expected HDD end of life is reached, process 
applications and data on the HDD are at risk. 

 
• The MTBF of the industrial PC is more than the MTBF of the HDD. As a 

result, it is normal that the HDD ends its lifetime before the industrial PC, and 
it needs to be replaced as a normal maintenance action. This is one of the 
reasons why our new range of Box PC and Panel PC has a drive removable 
by the user, meaning it can be easily exchanged. 

 
• When HDD exhausts its lifetime or breaks due to the load cycle, the 

disadvantage is that operations are interrupted and data can be lost. 
 

• A workaround can be to use RAID redundant HDD, especially if large media 
storage is required. Nevertheless, in case of high read/write frequency like in 
SCADA applications, the RAID HDD will require maintenance to change the 
HDD past its maximum life span. Due to the time required to copy all data 
onto the new disk, this operation can require several hours. Therefore, for 
applications with high read/write frequency, we recommend SSD instead.  

 
 For the SSD:  
 

• SDD technology is very different to HDD and comes with the advantage of 
having no rotating part. Consequently, the behaviour of SSD is very different 
to HDD. As a result, the factors influencing its life span are also different. 
SSD are definitely much less sensitive to vibration and shock, as well as 
more resistant to temperature. The same, read/write load has a very different 
impact, which is essential for SCADA applications. 

 
• The main factor that can impact the service lifetime of SSD is the amount of 

written data rather than the number of write cycle, as is the case for HDD. As 
demonstrated by the comparison graph between SSD and HDD, the graph of 
HDD is linked to the number of << write cycle >> and the graph of SSD is 
linked to the << number of write by cell >>, meaning the total amount of data 
written for each write cycle. SDD have internal software to distribute the load 
on all the empty cells and so to optimise the life span of each cell. The 
software does not use defective cells. 

 
 

• As a consequence, throughout the life of SSD and during write operations, 
the cells that reach their maximum number of read/write will be excluded from 
use. Users will note a decrease of the media size available, and a decline in 
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performance, but no loss of data and fatal end of operations, like with a 
defective HDD. 

 
• We can observe that the MTBF of SSD is 2.4 times longer than MTBF of the 

HDD and also longer than the MTBF of our industrial PC. It is associated with 
different end-of-life behaviour (with SSD internal software managing the cell 
end of operations). We find this theoretical MTBF calculation to be true to real 
life, as we are not requested to perform maintenance on a SSD, even for 
SCADA applications. 

 
 
4. Performance of SSD and HDD: 

 
The table below shows performance statistics for Magelis Panel PC (SSD and HDD) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
These tests demonstrate that SSD provides quicker access when compared to HDD. This is 
very sensitive for applications requiring a large amount of read/write operations on the media 
drive, such as SCADA, providing additional performance allowing to run slower CPUs. As a 
consequence, this allows Universal / Atom N with 2 GB RAM to achieve a sufficient level of 
performance for small/SCADA applications when based on a SSD media drive instead of 
HDD. 
 
 

5. Recommendations for SCADA applications: 
 
As has been said, SCADA applications require a high write frequency with little amount of 
data. With very high read/write frequency set at the SCADA application level and using a 
HDD, it is likely that the maximum load cycle of HDD will be exhausted in a matter of months. 
On the other hand, SSD are not impacted by write frequency, but by the amount of data 
written. They provide quicker access and, consequently, better performance.  
 
Therefore, we strongly recommend the following for SCADA applications: 

a) Reduce the write frequency to the real minimum required by the installation, 
especially with HDD 

b) 50% of SSD have to be kept free in order to allow the internal software of the SSD to 
properly distribute the write operations to most of cells. 

 
Our experience indicates no product returns due to an SSD issue, and a number of product 
returns due to an HDD issue, usually in SCADA applications. 
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It is the reason why in our catalogues, we always associate SCADA bundles with industrial 
PCs using SSD and not HDD. 
 
 

6. System Monitor: 
 
The System Monitor software installed in our industrial PCs is used to monitor the HDD usage 
(health status). The System Monitor can be set to generate an alarm when the maximum load 
cycle of the HDD is reached. Then, a maintenance action has to be performed to replace the 
HDD and prevent disruption of application and loss of data. 
 
The System Monitor doesn’t provide information on SSD, due to the different behaviour of 
SSD. Monitoring the status of SDD can be performed easily just by checking the remaining 
size of available media, due to the SSD internal software managing the cells’ life. 
 


