
 

 

Managing users using HMI Magelis and Harmony XB5S 

   
What is the 
purpose 

To manage users using HMI Magelis and Harmony XB5S 

  
What units are 
effected 

1. HMI Magelis 
2. Harmony XB5S 

 
 

  
Details This application note is divided into several parts 
       

Section Title 
1 Parts List  
2 System Architecture 
3 Steps 
3 Online Testing 
4 Remarks 
  

   

 

Section 1: Parts list 

  
Parts List table Items used in the test 
 

Items Part numbers Description 
Harmony XB5S XB5S5B2L2 Fingerprint Sensor 
Magelis HMI STU655 series Touch Screen Hardware 
Software  VJDSNDTGSVxxM Vijeo Designer software 
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Section 2: System Architecture 

 

 
 

Section 2: System ArchitectureSteps  

  
 Step by step configuration software on Vijeo Designer  : 

1. Create a panel consists of “UserManager” from security Toolchest 

 
2. Create a security group (or groups). In the “Fingerprint/Password” column, set the group 

to fingerprint. Set the security levels for every group and the privileges. 
 

3. There are 3 ways to manage user using Harmony XB5S: 
a. Using Harmony XB5S Soft 

i. Make sure that an XB5S device is connected to Harmony XB5SSoft. Note that 
this procedure can be carried out with any XB5S device but in the Harmony 
XB5SSoft database. 

ii.  Click “+” above the Users list. 
iii.  Enter the Name, ID, or Comments (if necessary). The ID can be letters, numbers, 

or a mixture. Enter the requested information above Select 1st finger. 



 

 

iv. Choose the name of the finger to be recorded in the Select 1st finger dropdown 
menu. 

v. Click Record 1st finger. The Fingerprint record dialog will be opened. There will 
be 30 seconds to start recording. If time limit is passed, click “Record 1st finger 
again to start the timer again. 

vi. Place the finger correctly on the sensor of the XB5S device. Hold the finger on 
the sensor about 2 seconds (sensor blink + 1 second) before removing it from the 
sensor. If the finger is already in the database, a message opens: The fingerprint 
is already in the database. Either click Cancel or choose another finger and 
continue. Otherwise, 1st capture in the Fingerprint record dialog changes from In 
progress to Done. Repeat twice 

vii.  Repeat step vi for “Record 2nd finger” click OK to finish recording 
viii.  To remove user, select the user to delete. Click “–” above the “Users” list. Click 

OK. The user will be removed from the “Users list” 
ix. To export users, select 1 or more users in the “Users” list 
x. Click on the menu Users → Import/Export from Vijeo Designer → Export 

selected users 
xi. Change target directory, if necessary, and enter “File name”. Click “Save” 

xii. To store the database to an XB5S device, click Store  icon. The “Store to 
XB5S” dialog opens. 

xiii.  If the message in the dialog is agreed, click OK. 
xiv. Apply an administrator finger to the XB5S device sensor for 2 seconds. 
xv. When the “Storage successful” message appears, click “OK”. The allocated users 

are stored in the target XB5S device. 

xvi. To delete all data in the connected XB5S device, click Reset  icon. Apply an 
Administrator finger to the XB5S device sensor for 2 s. Click “OK” 
 

b. Using Vijeo Designer Software 
i. Click on “New User” icon 

ii.  Check the “Use Password” and “Use Fingerprints” box 
iii.  Fill the “User Name”, “Password”, and “Confirm Password” 
iv. Click “Start” button 
v. Scan user’s finger by putting the user’s first finger on the scanner for 2 seconds. 

Do it 3 times. 
vi. Repeat step v for user’s second finger 

vii.  Assign the user’s Security Group 
viii.  Click OK 
ix. To add users from database, Click “Security” in the menu bar, and click “Import 

Users” from the drop-down menu. Remember to insert the users’ password and 
assign them to a Security Group 



 

 

 
 

c. On Magelis HMI 
i. After downloading the program and turning on the Magelis HMI, go to the 

Manage User Panel 
ii.  Choose the Security Group by clicking on the arrow and click the group name on 

the drop-down list (note that creating a new security group on Magelis HMI 
cannot be done) 

iii.  Choose the user to be modified by clicking on the arrow and click the User Name 
or click on the box to create a new User 

iv. Click “Start” button to start scanning 
v. Scan user’s finger by putting the user’s first finger on the scanner for 2 seconds. 

Do it 3 times. 
vi. Repeat step v for user’s second finger 

vii.  Click the  button to add user, or 

viii.  Click the  button to apply user modification, or 

ix. Click the  button to delete user 

x. Click the  button to close the panel 



 

 

  

Section 4: Online Testing 

   
Online testing :    

 
1. Manage users from XB5S Soft or Vijeo Designer 
2. Configure the Vijeo Designer software and download to HMI 
3. Test the program  
4. Manage users in the User Manager panel 

  
                                      
 

 

Section 5: Remark 

To learn more about XB5S Soft, read the manual in the “manual” folder in the 
“Harmony XB5S Soft” installation folder. Harmony XB5S Soft requires an administrator 
but it is recommended to have more than one administrator.  

 
The user that is created on the HMI will be removed if a new program is installed 

to HMI. 
 
 

 
 


