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The following document is intended to clarify the Px3x self-monitoring 
philosophy. It is based on the description of the self-monitoring function of 
Px3x devices in the technical user manuals. 

Self-Monitoring (Function Group SFMON) 

Comprehensive monitoring routines in the Px3x ensure that internal faults are 
detected and do not lead to malfunctions. 

Tests during 
start up 

After the supply voltage has been turned on, various tests are carried out to 
verify full operability of the Px3x. 

- Check memories  
(RAM write/read test) 

- Checksum test 
(calculate actual ROM checksum and compare with stored checksum) 

- Check hardware 
(test real time clock, test counters, test A/D converter) 

- Check bus and fitted modules  
(identify device type, verify correct modules fitted: type/version/location) 

- Check “intelligent” devices on fitted modules (if applicable)  
(write/read DPRAM on communication modules or transient ground fault 
module) 

- Check software 
(compare compatibility of device type, data model information, processor 
operating system and protection and control software) 

 
If the Px3x detects a fault in one of the tests, then start up is aborted.  The 
display shows which test was running when termination occurred and -if 
applicable- the address of the faulty memory area, e.g.  “ERROR 9 – 
03C80000H”. 

Error number (nn) Description 
1 … 4 RAM error (with HW address) 
5 Static RAM error (with HW address) 
6 Non-volatile RAM (NOVRAM) error of setting 

parameters (with HW address) 
9 … 16 Flash-Eprom checksum error of device firmware  

(with HW address) 
17 Error of timer / clock 82C54 
18 Error of analog to digital (A/D-) converter  
19 Flash-Eprom checksum error of bay templates 

(only OBS & Cx3x devices;  with HW address) 
30 Wrong data model version  
31 Wrong version of operating system iRMX386 
32 Wrong software versions (combination) of 

protection, local operation (HMI) and 
communication (COMM1/2). 

33 Wrong control software version (only OBS & Cx3x 
devices)  

If such error occurs and is shown on the HMI display, no control actions can be 
carried out.  A new attempt to start up the Px3x can only be initiated by turning 
the supply voltage off and then on again. 
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Cyclic tests 
After startup has been successfully completed, cyclic self-monitoring tests will 
be run during normal operation with a cycle time of 10 s.  These tests comprise: 

- Timeout check of protection task 

- Check of internal battery voltage 

- Checksum test of recording buffers 

- Checksum test of setting parameters 

- Checksum test of monitoring buffer 

- Continuity tests of output relay coils. 

In addition, errors (exceptions) detected by the main processor are 
immediately/directly handled by the operating system, e.g. “zero division error” 
or “undefined op.code”. 

Tests of external signals/ wiring are done as part of the protection tasks, e.g. 
monitoring of VT and CT measuring circuits or telecommunication channel of 
the protective signalling. 

System alarms 
and errors 

Self-monitoring distinguishes between system alarms and system errors.  

System alarms do not affect the protection and control task and therefore the 
device remains in operation.  As an example, overflow of communication 
buffers or a low voltage of the internal battery result in an alarm only. 

System errors affect the protection and control function and require further 
processing. At the first instance the device will perform a warm restart to 
recover from the error. Was the error already present before (= already entered 
in the monitoring signal memory), then the device will get blocked (0 0 4 . 0 6 5  
M A I N :  B l o c k e d / f a u l t y   =  y e s ).  Examples for system errors are checksum 
errors, defective module errors etc. 

Both, alarms and errors, could be either spontaneous (which means that only 
the occurence of the alarm/error could be detected, e.g. any checksum error) or 
testable (which means start and end of the alarm/error condition could be 
detected, e.g. defective output relay).  Peripheral faults like a fuse failure 
condition are always “testable alarms”. 
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Monitoring 
signal memory 

In the event of a positive test result, a specified monitoring signal will be issued 
and stored in a non-volatile memory – the monitoring signal memory.  
Peripheral faults are only stored if selected by the user (setting parameter 
0 2 1 . 0 3 0  S F M O N :  F c t .  a s s i g n .  w a r n i n g ). 

The monitoring signal memory can store up to 30 signals. The 30th entry is 
always the overflow signal (0 9 0 . 0 1 2  S F M O N :  O v e r f l o w  M T _ R C  =  y e s ).  If 
30 entries are present, no further “new” signals could be stored, where “new” 
means that this signal is not yet entered in the memory. If a monitoring signal is 
already entered in the monitoring signal memory, then just the counter of the 
entry is incremented (e.g. transient errors on the transmission channel of the 
protective signalling thus would cause only one signal entry). 

Each entry contains the following information: 
- Address and description text of the warning signal. 
- Date and time of the first occurence of the error. 
- Counter of detection of the error. 
- Flag “updated”   

 = yes:  the error is still present; 
 = no:  the error is no longer present. 
Spontaneous alarms/errors are always indicated as “updated = yes”. 

- Flag “acknowledged” 
 = yes:  the warning was already acknowledged , 
  but the error is still present; 
 = no:  the warning was not yet acknowledged. 

 

Device response 
The response of the Px3x is a function of the type of monitoring signal.  The 
following responses are possible: 

 Signaling Only 
If there is no malfunction associated with the monitoring signal (= upon 
system alarms), then only a signal is issued, and there are no further 
consequences.  This situation exists, for example, when internal data 
acquisition memories overflow or if the internal battery voltage is low. 

 Selective Blocking 
If a system error is diagnosed solely in an area that does not affect the 
protective functions, then only the affected area is blocked.  This would 
apply, for example, to the detection of a fault on the communication module 
or in the area of the PC interface or if an individual output relay is faulty. 

 Warm Restart 
If the self-monitoring function detects a system error that might be 
eliminated by a system restart – such as a hardware error, e.g. DPRAM read 
error, or a software error, e.g. zero division error –, then a procedure called a 
warm restart is automatically initiated.  During this procedure, as with any 
startup, the computer system is reset to a defined state.  A warm restart is 
characterized by the fact that no stored data and, in particular, no setting 
parameters are affected by the procedure.  A warm restart can also be 
triggered manually by a control action.  During a warm restart sequence, 
both the protective functions and communication through serial interfaces 
will be blocked.   
Whether or not this measure will suffice can only be determined if the 
monitoring signal has not already been stored in the monitoring signal 
memory because of a previous fault.  If it was already stored and a second 
fault is detected then, depending on the type of fault detected, the device 
will be blocked after the second warm restart.  Previously this occurred 
independently of the time duration that had passed since the first 
monitoring signal was issued. 
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 Since about 2005, a monitoring signal memory has been implemented in 
Px3x. 
The behaviour caused by sporadic faults could lead to an unwanted blocking 
of the device if the monitoring signal memory has not been reset in the 
interim, for example, because the substation is difficult to reach during 
wintertime or reading-out and clearing of the monitoring signal memory via 
the communication interfaces was not enabled.  A timer stage "memory 
retention time" has been introduced to defuse this problem.  Now device 
blocking only occurs, when the same internal device fault is detected twice 
during this time duration.  Otherwise the device will continue to operate as 
normal after a warm restart.  In the default setting this timer stage is blocked 
so that with a detected internal fault the device will operate the same as the 
previous versions. 
 
Note: Because of these changes the significance of the time tag for entries 
to the monitoring signal memory has been re-defined.  The date and time 
when the device fault occurred first was previously recorded.  As of versions 
with the settable "memory retention time" the date and time when the 
device fault occurred last is now recorded. 

 Cold Restart 
If corrupted settings are diagnosed during the checksum test, which is part 
of the self-monitoring procedure, then a cold restart is carried out.  This is 
necessary because the unit cannot identify which parameter in the subset is 
corrupted.  A cold restart causes all internal memories to be reset to 
predefined default values.  This means that all device settings are also 
erased after a cold restart.  The settings that then apply are the underlined 
values given in the column headed ‘Range of Values’ in the Address List.  In 
order for a safe initial state to be established, the default values have been 
selected so that the protective functions are blocked.  Both the monitoring 
signal that triggered the cold restart and the signal indicating parameter 
loss are entered in the monitoring signal memory. 
Beside corrupted settings, a cold restart is initiated only after a SW 
download procedure (either download of a new firmware version or 
download of a customized data model) or manually (as a means to get the 
device in a predefined condition). Manual cold restart can only be initiated 
from the local HMI. The device must be in offline mode. The initiation is 
password protected. 

 

Please refer to chapter 10 Troubleshooting of the Px3x manual, which lists all 
possible warning signals and the device response/reaction upon detection of 
each alarm/error. 
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Device status 
and signalling 

The device alarm status is indicated by the following 2 status signals: 

0 3 6 . 0 7 0  S F M O N :  W a r n i n g  ( L E D )  (fixed configured on yellow LED H3) 

0 3 6 . 1 0 0  S F M O N :  W a r n i n g  ( r e l a y )  (to be configured on any output contact) 

This state signal indicates, that at least one monitoring signal is entered in the 
monitoring signal memory. This state does not affect the protection or control 
function of the device.  It is recommended to use this signal to inform 
operational personnel, that anything is wrong with the device which does not 
require immediate corrective actions to be taken. 

The different signals for LED and relay are used for different signalling.  The 
monitoring signal is signalled via  

- the yellow “Alarm” LED (or any other LED that is configured for  036.070 
SFMON: Warning (LED) ): 
The LED is blinking while a warning signal is in the monitoring signal 
memory that is not yet acknowledged. If all warning signal in the 
monitoring signal memory are acknowledged (but still actual/present) 
than the LED is permanently on. 

- an output relay that is configured for  SF M O N :  W a r n i n g  ( r e l a y ) .   
The output relay operates as long as any warning signal is stored in the 
monitoring signal memory. 

- any communication interface (COMMx, PC, HMI). 

0 2 1 . 0 3 0  S F M O N :   F c t .  a s s i g n .  w a r n i n g   can be used to determine, which 
peripheral faults are also stored in the monitoring signal memory and 
consequently raise the warning signal. This is intended to inform the 
operational personnel about the peripheral fault so that corrective actions (like 
repair of VT circuit) could be scheduled. 
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0 0 4 . 0 6 5  M A I N :  B l o c k e d / f a u l t y  

This state signal indicates, that the device is out of operation (all protection and 
control functions are blocked) and therefore should be used for high prior 
alarming of operational personnel to take immediate/urgent corrective actions. 

This state is active, if 

1) The device is determined blocked/faulty by the internal self-monitoring 
due to a system error;  

2) The device is switched offline  
(0 0 3 . 0 3 0  M A I N :  P r o t e c t i o n  e n a b l e d  =  N o  ( =  o f f ) );  

3) The output relays are blocked  
(0 2 1 . 0 1 4  O U T P :  O u t p . r e l . b l o c k  U S E R  =  Y e s );  

4) The trip command is blocked  
(0 2 1 . 0 1 2  M A I N :  T r i p  c m d . b l o c k .  U S E R  =  Y e s ). 

Furthermore an user-defined part of the “blocked/faulty” signal is available: 
0 2 1 . 0 3 1  M A I N :  F c t .  a s s i g n .  f a u l t   determines, which internal 
alarms/errors (which do not necessarily block the device) shall raise the 
blocked/faulty signal for high prior alarming of operational personnel.  A typical 
example is to configure the system alarm “SFMON: Error Kxx” with Kxx being 
the output relay on which the trip command is configured (because it´s a vital 
problem, if the trip command cannot be issued).  
Please note that the configuration of any signal to 021.031 does only raise the 
“blocked/faulty” signal but does not cause any blocking of protection or control 
functions. 

The blocked/faulty status is signalled via  

- the yellow “blocked/faulty ” LED (or any other LED that is configured for  
0 0 4 . 0 6 5  M A I N :  B l o c k e d / f a u l t y ). 
The LED is on as long as the blocked/faulty state is present. 

- an output relay that is configured for  0 0 4 . 0 6 5  M A I N :  
B l o c k e d / f a u l t y .   
The output relay operates as long as the blocked/faulty state is present. 
 
It is recommended to use a N/O (normally open) contact for signalling 
“blocked/faulty” and to set the operating mode to “NE (normally 
energized) updating”. Then the signalling takes place also if the auxiliary 
supply of the device fails (= normal “watchdog contact” application). 

- any communication interface (COMMx, PC, HMI). 
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